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If	you	find	yourself	forwarding	messages	to	your	other	email	account	on	a	regular	basis,	why	not	automate	this	task?	Using	the	handy	filter	feature	in	Gmail,	you	can	automatically	forward	certain	emails	when	they	hit	your	inbox.	Different	than	forwarding	an	individual	email	in	Gmail,	creating	a	filter	rule	to	do	so	requires	you	to	connect	that
forwarding	email	address.	If	you	already	have	one	set	up,	then	you’re	good	to	go	with	the	steps	below.	If	not,	check	out	our	how-to	for	setting	up	a	forwarding	email	address	in	Gmail.	Open	the	Filter	Setup	You	can	open	the	filter	setup	in	Gmail	easily	using	one	of	three	methods.	Use	whichever	is	simplest	or	most	convenient	for	you.	Click	the	gear	icon
to	access	your	Settings,	and	then	click	“See	All	Settings”	in	the	sidebar.	Select	the	Filters	and	Blocked	Addresses	tab	and	click	“Create	a	New	Filter.”	If	you’ve	just	set	up	a	forwarding	address	in	the	Forwarding	and	POP/IMAP	tab,	you	can	also	find	it	by	clicking	“Creating	a	Filter.”	Yet	another	method	is	using	the	Search	box	at	the	top	of	Gmail.	Click
the	arrow	on	the	right	side	of	the	search	box.	This	combines	looking	for	an	email	with	creating	a	filter.	Enter	the	Filter	Criteria	You’ll	see	the	most	common	fields	where	you	can	enter	the	criteria	that	you	want	Gmail	to	look	for.	These	include	From,	To,	Subject,	Has	the	Words,	Doesn’t	Have	the	Words,	and	Size.	You	also	have	checkboxes	for	emails
that	contain	attachments	and	whether	or	not	you	want	to	include	chats.	Complete	one	or	more	fields	to	define	the	emails	that	you	want	to	forward.	Here	are	a	couple	of	examples	to	get	you	started.	Maybe	this	Gmail	account	is	for	business,	but	you	often	receive	personal	emails.	You	can	enter	email	addresses	for	friends	and	family	members	in	the
From	field,	or	start	typing	and	pick	a	suggestion.	Then,	forward	the	messages	to	your	personal	account.	Perhaps	you’re	planning	an	event	and	want	to	forward	all	emails	pertaining	to	it	to	another	email	address.	Enter	the	words	that	you	want	to	include	in	the	Has	the	Words	or	Doesn’t	Have	fields	if	they’ll	likely	appear	in	the	body	of	the	email.	You
can	also	use	the	Subject	line	field	if	you	prefer.	Once	you	have	the	criteria	entered	that	you	want	to	use,	click	“Create	Filter.”	Select	the	Filter	Actions	Next,	you’ll	select	the	actions	for	the	email	based	on	the	criteria	that	you	just	entered.	Check	the	box	for	“Forward	It	To”	and	choose	the	forwarding	email	address	in	the	drop-down	list.	You	can	also
select	more	actions	if	you	like.	For	instance,	maybe	you	want	the	email	marked	as	read,	sent	to	your	archive,	or	deleted.	Check	the	boxes	for	all	the	actions	that	you	want	to	apply	in	addition	to	forwarding.	When	you	finish,	click	“Create	Filter.”	Note:	Once	you	create	the	filter,	it	will	forward	only	new	emails	delivered	to	your	Gmail	inbox.	If	you	want
emails	that	you’ve	already	received	forwarded,	you’ll	have	to	do	that	yourself.	Edit	the	Filter	or	Stop	Forwarding	You	can	edit	or	delete	a	filter	that	you	create	in	Gmail	anytime.	Click	the	gear	icon	to	access	your	Settings,	and	then	click	“See	All	Settings”	in	the	sidebar.	Select	the	Filters	and	Blocked	Addresses	tab	to	see	a	list	of	your	current	filters.	To
make	a	change,	click	“Edit”	to	the	right	of	the	filter.	Make	your	adjustments	and	click	“Update	Filter.”	To	stop	using	a	filter	altogether,	click	“Delete”	to	the	right	of	it.	Then,	confirm	by	clicking	“OK.”	If	you	continually	receive	emails	that	are	better	addressed	through	a	different	email	account,	consider	setting	up	a	filter	to	automatically	forward
specific	messages	in	Gmail.	And	to	learn	more,	check	out	our	Gmail	guide	to	mail	filters.	An	Android	Trojan	app	that	sends	SMS	messages	to	premium-rate	numbers	has	expanded	globally	over	the	past	year,	racking	up	bills	for	users	in	over	60	countries	including	the	U.S.,	malware	researchers	from	Kaspersky	Lab	said.	The	malware	program,	which
Kaspersky	products	detect	as	Trojan-SMS.AndroidOS.FakeInst.ef,	dates	back	to	February	2013	and	was	originally	designed	to	operate	in	Russia.	The	Trojan	disguises	itself	as	an	application	for	watching	porn	videos,	but	once	installed	on	a	device	it	downloads	an	encrypted	configuration	file	and	starts	sending	SMS	messages	to	predefined	premium-
rate	numbers,	depending	on	the	user’s	mobile	country	code.	For	example,	when	the	malware	encounters	mobile	country	codes—special	codes	used	by	carriers	to	identify	mobile	networks	in	different	countries—in	the	range	of	311	to	316,	which	correspond	to	the	U.S.,	the	malware	sends	three	messages	that	cost	$2	each	to	97605,	the	Kaspersky
researchers	said	in	a	blog	post	Wednesday.	The	malware	can	also	intercept	incoming	messages	and	can	receive	commands	from	command-and-control	servers	to	send	specific	text	messages	to	particular	phone	numbers.	And	there’s	more	than	one	The	Kaspersky	researchers	have	identified	14	different	versions	of	Trojan-SMS.AndroidOS.FakeInst.ef
and	determined	that	the	malware	has	spread	to	66	countries.	“This	particular	program	was	the	first	SMS	Trojan	to	reach	users	in	the	U.S.,”	said	Roman	Unuchek,	senior	malware	analyst	at	Kaspersky	Lab	via	email.	According	to	the	antivirus	vendor’s	statistics,	the	number	of	Trojan-SMS.AndroidOS.FakeInst.ef	victims	in	the	U.S.	is	still	low,	with	the
largest	number	of	infections	being	recorded	in	Russia	and	Canada.	Cybercriminals	have	used	premium-rate	SMS	Trojans	for	years	to	steal	money	from	Android	users	in	China,	Russia	and	other	countries	where	the	use	of	non-official	app	stores	is	common.	However,	Trojan-SMS.AndroidOS.FakeInst.ef	and	another	widespread	Trojan	called	Trojan-
SMS.AndroidOS.Stealer.a,	which	has	support	for	14	countries,	suggest	a	global	escalation	for	this	type	of	threat.	“It	appears	that	the	cybercriminals	have	built	up	sufficient	resources	to	expand	their	illegal	business	on	a	global	scale,”	Unuchek	said.	The	Kaspersky	researchers	did	not	clarify	how	the	rogue	apps	that	carry	this	Trojan	are	being
distributed.	The	apps	are	not	likely	downloaded	from	Google	Play,	because	Google	has	gotten	much	better	at	policing	its	app	store	in	recent	years.	So	Android	users	are	probably	affected	after	specifically	configuring	their	phones	to	allow	the	installation	of	apps	from	“unknown	sources.”	Many	users	might	have	that	setting	enabled	because	it’s	needed
to	install	some	legitimate	applications	that	can’t	be	distributed	through	Google	Play	for	policy	reasons—for	example	some	online	poker	clients.	In	addition,	attackers	could	also	use	social	engineering	techniques	to	trick	users	into	enabling	support	for	unknown	app	sources.	Kaspersky	Labs	first	announced	its	detection	of	what	appeared	to	be	the	first	of
several	SMS	Trojans	on	Google’s	Android	operating	system	on	August	9th.	The	application	released	in	Russian	markets	outside	of	Google’s	Android	Market,	was	disguised	as	a	media	player.	Once	installed,	the	code	would	send	3	premium	SMS	messages,	effectively	transferring	the	US	equivalent	of	~$18	from	the	user	to	the	recipient	company.	On
Wednesday,	Kaspersky	Labs	expert	Denis	Maslennikov	revealed	a	new	Trojan	very	similar	to	the	first.	Again	targeting	Russian	users,	this	app	is	disguised	as	a	pornographic	media	player.	What	is	interesting	is	not	the	recurrence	of	the	premium	SMS	dialing	(sending	an	SMS	to	a	pay	service,	such	as	donation	codes	for	the	Red	Cross,	or	ringtone
services	advertised	on	Television	),	but	the	method	in	which	installing	the	app	is	brought	to	users	attention.	The	authors	of	this	particular	trojan	use	a	tactic	known	as	search	engine	poisoning	to	spread	the	malware.	That	is,	they	crafted	Websites	specifically	to	appear	near	the	top	of	search	results	for	certain	search	queries.	By	placing	malicious
websites	at	the	top	of	search	results,	mobile	users	who	are	by	nature	looking	for	fast	easy	results	are	more	likely	to	click	through	without	due	diligence	of	ensuring	the	top	hits	are	safe.	This	has	been	a	common	theme	of	PC-based	malware	and	is	now	a	lucrative	trend	in	the	mobile	domain	for	an	increasingly	popular	platform.	When	the	trojan	is
installed,	it’ll	ask	you	to	access	Android’s	messaging	system.	If	you	deny	it,	the	malicious	portion	of	the	code	will	not	be	allowed	to	function.	It’s	a	lesson	in	both	trusting	your	application	sources,	and	paying	attention	to	mandatory	security	prompts	for	sure.	Remember	that	once	you	have	given	permission	to	an	application,	it	rarely	if	ever	will	need	to
request	permission	again.	The	simple	media	browser	in	this	case	can	wantonly	send	SMS	messages	whenever	it	is	active,	and	you	will	be	none	the	wiser,	till	you	see	the	bill.	More	from	PCWorld’s	GeekTech	blog…	Follow	GeekTech	on:	Facebook	|	Twitter	|	Digg	|	RSS	iOS:	Mailtime	makes	your	Email	inbox	look	like	an	SMS	chat	session	with	added
functionality	for	getting	stuff	done.	None	of	us	would	mind	letting	go	of	formal,	lengthy	Emails	and	replacing	them	with	SMS	entirely.	Mailtime	sorts	your	email	in	an	SMS	styled	interface,	allowing	you	to	use	the	@	sign	to	mention	and	assign	tasks,	and	create	to-do	lists.	It	integrates	with	Dropbox	for	attachment	management,	but	also	allows	you	to
add	photos	from	your	phone.	You're	still	able	to	add	someone	to	the	conversation	with	just	a	couple	of	clicks.	What	it	doesn't	offer,	however,	is	easy	ways	to	organize	mail.	There's	no	priority	system	or	folders	to	depend	on	for	organization.	You	do	have	a	search	feature	so	you	can	quickly	locate	an	Email	using	keywords	or	contact	names,	but	this
probably	isn't	a	primary	mail	client—instead,	it's	something	that	can	be	helpful	when	you're	in	the	middle	of	a	long	email	conversation.	Hit	the	link	below	to	try	it	out.MailTime	(Free)	|	iTunes	App	Store	via	TechCrunch	Nintendo	has	updated	the	company's	first	smartphone	app,	Miitomo.	This	latest	version	bumps	the	app	up	to	1.2	and	adds	some
interesting	new	features.	In	a	bid	to	get	even	more	people	using	the	service,	Nintendo	now	wants	you	to	invite	your	friends	via	email	and	SMS.	You	can	now	also	edit	existing	Miifotos	before	publishing	them	as	comments.As	spotted	by	Nintendo	Life,	here's	what	you'll	find	new	in	version	1.2:Added	feature	for	inviting	friends	via	e-mail,	SMS,
etc.Friend	requests	and	blocking	can	now	be	done	within	comment	and	heart	lists.When	posting	Miifotos	in	the	comment	list,	existing	Miifotos	can	now	be	edited	and	posted.An	"Answer"	option	has	been	added	to	"All	answers."Implemented	bug	fixes	and	speed	optimizations.You	can	download	Miitomo	from	the	App	Store,	and	don't	forget	to	check	out
our	user	guide!Free	-	Download	Now	(opens	in	new	tab)
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